Town of Vienna E-Mail Help Sheet for Staff

Updated 2-3-2011

Please keep these instructions, as it includes your e-mail address and user name and password for e-mail
should you choose to access e-mail away from work webmail via a browser. This instruction sheet
covers how the spam filter works also. We also will be happy to show you how the various functions
work at your desk or at the IT office. You can reach us at it@viennava.gov or 703-255-6364

The e-mail address for all staff users is: First initial and last name (all one word) @viennava.gov
So, for example, if your name was John Q. Avery, your new email address would be
javery @viennava.gov .

Your new email address is: @viennava.gov
User name is:
Password is: (keep this a secret, do not share)

Our email system has many useful features, such as:

Spam Management (watch for a daily e-mail now that contains a list of e-mail blocked to you)
Centralized address book — called the Global Address List of GAL

Easy to setup out-of-office alerts

Sharing of calendars

Scheduling of meetings through use of meeting notices

Public Folders for frequently used documents

Web Access to email from home or away, also called Outlook Web Access or OWA

GFI Mail Archiver is a tool that allows us to bring back old or deleted e-mail for FOIA needs.

We have noticed that with AOL and Yahoo recipients, our emails are ending up the recipient’s SPAM or
BULK folder. If you get a call from someone saying that they didn’t get their email, ask them to check
their spam settings and folder.

Some important reminders about using Town issued email:

Accessing Town e-mail from home or on the road the Town’s e-mail regulations still apply and these
communications should be treated the same.

The Town owns your e-mail address and thus can review the messages (with attachments) sent and
received, thus avoid using your Town e-mail for personal communications. E-mail can be archived, thus
it is possible to recreate e-mail sent in or out from the Town’s system, even if you did delete your e-mail
when you received it. E-mail is subject to freedom of information act requirements.

The use of e-mail has become common and is often the preferred mode of communication between
Town employees, and between employees and the public. Town employees should always keep in mind
that under the Virginia Freedom of Information Act (FOIA), government records, including e-mail,
must be made available to citizens and the news media unless specifically exempt under the law (such as
personnel records, security systems, certain engineering and contract information, etc.). Just as a letter



sent via U.S. Mail would be a public record under FOIA, so would that same communication sent via e-
mail. FOIA requires that public records must be open to inspection and copying. Therefore, an e-mail
relating to public business would be accessible just like any other public record, and may be withheld
from public disclosure only if a particular exemption applies to the content of the e-mail.

E-mail is often used as a substitute for a telephone call, and can be quite informal. However, e-mail
creates a record of that communication that must be made available upon request to the public under

FOIA. Consider the consequence of using e-mail instead of the telephone — it may not be in your best
interest to be as informal in an e-mail as you are on the phone. Before hitting the “send” key, ask
yourself, “Would I want to read this e-mail in tomorrow’s newspaper?”’

Town employees should not commingle personal and official e-mails. If you must send jokes, cute
puppy pictures, and other personal information, do so from your own private e-mail account. Also, it is
not a good idea to discuss personal and official business in the same e-mail.

The Town owns your e-mail address and thus can review the messages (with attachments) sent and
received, thus avoid using your Town e-mail for personal communications. E-mail can be archived, thus
it is possible to recreate e-mail sent in or out from the Town’s system, even if you did delete your e-mail
when you received it. E-mail is subject to freedom of information act requirements.

Be polite. To both citizens and staff, use the utmost in best manners (no foul language) and take care in
constructing your message to avoid any misunderstandings. Is the person not responding to your e-mail
because it is not clear they must? Are they on vacation or sick? Check the spam filter for missed
messages, they might have changed their e-mail address and thus it ended up in the spam junk bin.

There is a tendency with e-mail to hit the “delete” key as soon as you are finished with a particular
message. Even though the message may seem like it is deleted, it can still be recovered from the server.
An archiving process is being setup, and it is still under discussion how long the archived emails will be
held.

Spam Management (instead of the filtering taking place at your PC, it now takes place on a server, the
server sends you a single e-mail every 4 hours of e-mail it believes is spam. Junk mail that has not
been unjunked will be deleted after 15 days)

One of the new features that you will notice immediately is that spam messages are filtered out, and you
are alerted to them every four hours. Below is an example of the spam alerts that you will receive via an
e-mail message. You need to make sure that you check these because “real” emails will occasionally be
caught by the spam filter. The spam filter isn’t perfect. (just like males) If you see a real email in this
list, click the “Unjunk” link, and the email will be delivered to you. Once you unjunk a message, all
future messages from that user will NOT be blocked.

How to Help the Spam Filter Do Its Job
If, for some reason, some junk email ends up getting through to your inbox, just go ahead and forward it

to: abuse@mail.viennava.gov. This will help in fighting future spam and help the filter learn the
difference between a real email and spam.




Also, if a real email accidentally gets spammed, forward that email to goodemail @mail.viennava.goy,
and the spam filter will be alerted that it made a mistake.

Can’t Unjunk?
On a rare occasion, you may come across an email that cannot be unjunked. If that happens, call or e-
mail us in IT and we will unjunk it for you.

B Summary of junk emails blocked - Message (HTML)
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From: ADMIM - Junk Email Summary [eapelbergi@viennava. gov]
To Evtan Apelberg
Cc:

Subject:  Surnmary of junk emails blocked

() MailFrontier Junk Box Summary

for eapelberg@viennava.gov

The 4 emails listed below have been placed in your personal Junk Box since your last Junk Box Summary and will be deleted after 15 days.
To receive any of these messages, didk Unjunk, The message will be delivered to vour inbox and the sender will be added to vour Allowed list so their emails are never

Email sent to: eapelberg@viennava.gov

From Subject
Unjunk | View poweralerts @tripplite.com Tripp Lite PowerAlerts Xtra: Cutting
Unjunk | View search5torage @lists, techtar. .. Webcast Roundup: File Storage Op
Unijunk | View TechTarget@lists. techtarget. .. Announcing the AllMew 2007 Storz
Unijunk | View searchWinIT @lists. techtarge... Webcast Roundup: Top reasons to

To manage your personal junk email blocking settings, use your
standard username and password to login here:
https: /fmail . viennava.gov:3443




Spam Filter

If you ever want to see your spam box to unjunk any messages, you can log into it. You may want to do
this if you’re expecting an important email message, you think it might be blocked, and you don’t want
to wait the four hours until your next spam alert. To access your spam box, open up Internet Explorer
and go to the following address:

httDS :// mail.viennava.gov: 38443 (Onsite staff, this has also been made a favorite

for you, called “Spam Management”.)

You may receive an error message, such as: “There is a problem with this website’s security
certificate.” If you receive this error message, ignore it, and continue onto the website. The screen
should look like below, although it may look somewhat different (because each computer has different
monitor settings, etc.).

Your username* is: See first page Use this format: viennamail/username
Your password is: See first page (Keep your password a secret)
ONICWALL
EMAIL SECURITY
MailFrontier
1 Login Help
}-’/ User Name:

Password:

Login To:
VIENNAMAIL -

About

*For some users you may need to enter your username using the “viennamail/” in front of it and
password and click “Login”. Such as viennamail/smithj

Upon successful entry of user name and password you should then see a screen like below. If you want
to unjunk any messages, click the box to the left of them, and click the “Unjunk” button. Note that
items in the junk box will be deleted after 15 days.

Click “Sign off” once you are done.



ke

& SonicWALL - Jurk Box

SONICWALL>

EMAIL SECURITY
MailFrontier

LGS Kisnerm

Junk Box

Items in the Junk Box will be deleted after 15 days

| checkan || uncheckan || pekete || unjunk |
From Threat Category Subject
[1d71s_testz09@hotmail.com *Spam Gambling Comments/Suggestions from online casino
|:| d71s_test209@hotmail.com *Spam Gambling Comments/Suggestions from online casino
[0d71=_test209@hotmail.com *Spam Gambling Comments/Suggestions from online casing
[1d71s_testz09@hotmail.com *Spam Gambling Comments/Suggestions from online casino
[1d71s_testz09@hotmail.com *Spam Gambling Comments/Suggestions from online casing
[0d71s_testz09@hotmail.com *Spam Gambling Comments/Suggestions from online casing
[]d71s_testzos@hotmail.com *Spam Gambling Comments/Suggestions from online casino
[1d71s_testz09@hotmail.com *Spam Gambling Comments/Suggestions from online casing
[Jd71s_testz09@hotmail.com *Spam Gambling Comments/Suggestions from online casino
|:| d71s_test209@hotmail.com *Spam Gambling Comments/Suggestions from online casino
Md71= test?no@hatmail.rom #Snam Gamhling Cammentz/Sunnestinns from online cazing



How to Manage Allowed / Blocked Sender Lists Directly via the browser tool

Logged onto the spam filter directly. Your screen should look like below:

= https:ffmail. viennava.gov: 8443/ - SonicWALL - Junk Box - Windows Internet Explorer

cwaLL> i
EMAIL SECURITY | 'll_avg
MailFrontier
ifFi Junk Box Anti-Spam —
griffinc Techniques
Junk Box
Items in the Junk Box will be deleted after 15 days e Help
Search| |i"| Subject vl
Show *Spam
Show Likely Spam
Show *Phishing
Show Likely FPhishing
Show *Virus
Show Likely wirus
Show Policy
Show Other
[ checkan |[  uncheckan |[ pelete || unjunk 1-200 of 1461 Display 1)
Erom Threat Category Subject Date Time Received v
[ noreply@babiescnline.com *Spam EE:I:FZIS Online Mailing: Special Babw Shoe gﬁ;”DZIZDD? 02:06
[ mationalForeclosureli... *Spam E;:sr;:uizclcsure Listing Service - No Charge - E’IZ\‘.IJ’022’2DD? 0o1:53
[ T T [ Are vou paying too much too much for auto 02/02/2007 01:49

Click on the “Anti-Spam Techniques” Icon in the upper-right corner.
You will see the following screen:

£ https:fimail.viennava.gov: 8443/?senders_white=1 - SonicWALL - People - Windows Internet Explorer

F
SoNIcwALL> 1 we
MailFrontier

Junk Box Anti-Spam
Techniques

Anti-Spam Techniques ﬂ Help
People

pani - i 200+
Companies 1-200 of 273 DI5p|EI'y" EIE

Lists

: | Allowed Blocked
Anti-Spam ; = =
Aggressivensss Search| | Go |
Foreign Languages ™ —— Address Source —

[] 3com_communication@3com.com
[]zaamidatlantic@eupdates.aaamidatlantic.com
[l adams@ci.vienna.va.us

[]alan@e-mailanywhere.com

M alart1 ARAMraan fairfavrnnnbe Ao

Use the “Add” or “Delete” buttons to either add or delete people from your allowed or blocked lists.
This feature can be useful for when you accidentally unjunk a spam message, and then need to remove it
from your allowed list.



How to Access Town Email from home or on the road
(Also called Web based e-mail or Webmail or OWA)

To access email from home, go to the following website, note the “S”” in the httpS of the following
address:

https://webmail.viennava.gov/exchange

You may receive an error message that says something like, “There is a problem with this website’s
security certificate”. If you get this error message, ignore it, and continue onto the website.
You will then be prompted for your username and password, like the example below.

Connect to webmail.viennava.gov 2=l

o
R

The server webmail. viennawa. gov at webmail, viennava, gow
reguires a username and password,

Lser narne: [€F viEnmamALLjghente =]

Passwiord; I TTTITITTY)

[ Remember my password

(814 I Cancel

You will need to enter your login as <yourloginID> as seen above. For most of you that will be lastname
+ first initial — exceptions to this will be people that share the same last name and first initial of someone
else — in that case your login may be lastname + first initial + middle initial. For you, the correct
username and password is as follows:

Your username is: __see the first page (for most the ‘“‘viennamail/username” here is not necessary)
Your password is: __see the first page, same password

You may receive an error message, such as: “There is a problem with this website’s security
certificate.” If you receive this error message, ignore it, and continue onto the website

On the next page is a screen shot of how it should look.



Outlook Web Access or Webmail continued.

If everything goes correctly you will get into your web mail screen and be able to view and send mail.
(Although your screen may look a little different due to differences in monitor/computer settings.) This
screen is very similar to the full blown version of Outlook. What you see here is exactly the same as the
email messages that you see at work, and the same will still be present when you return to work.
However if you permanently delete any messages, you will not see those in Outlook on your work
computer when you return to work

p’.:; Microsoft Outlook Web Access - Windows Internet Explorer

—

- |§, http: f fwebmail, viennava, gov/exchange

.\':_}.
GDEngE |Gv ¥ Go 4 52 E‘ v 9% Bookmarks F22eRank S] 41 blocked "? Check = % Autolink -
T:? ke [ @ Microsaft Qutlook Web Access ] ‘
() 00 e Acces o
— Y = 1= pe
|| Folders O (o] fadnew ~ (2 X [ Q@ G H - | P Ll @Hep
= 5 Eytan Apelberg O | i | = Subject
s H bt ¥ Monideep Nag | Gmail Re: Got your call
l “reEacts B Wl Marie Ki King Ret t
G Deleted Items (2) 5 arie Kisner ng e. remen .
EZI Drafts [1] Charles Ghent RE: Trying to add second email ad
@ Ez-l (5 Jeannette Brasek TOV Job Descriptions
@ Journal =] Craig Griffin tov update help sheet for CRG
f_a Junk E-mail =] Craig Griffin I found some mare guinea pigs for
o | Notes 2 1 Julie Morris RE: Revised Wellness Prize Catalog
EI Outbaox 23. Craig R Griffin Backup flowchart or database and
L_z'] pent I = Craig R Griffin Calendar function
= [3 Sync Issues
éj Tasks

Re: Got your call
Monideep Nag | Gmail [monideep@gmail.com]
Tao: Evtan Apelberg
Cc



How to Set the Out of Office (I’m on vacation, sick, or taking a sabbatical) Notification

The Out of Office notification, or Vacation Message, allows you to send a standard reply to any email
that you have received from another user. This is a handy way of letting people know you're away from
the office.

To set this up through Outlook, go to the "Tools' Menu and select 'Out of Office Assistant...' from the
list. Then click the button next to ‘I am currently Out of the Office’, and write your vacation message
underneath. Good form says, be sure to state a phone number or alternative e-mail address that citizens
and staff could use to contact someone while you are out.

Qut of Office Assistant §|

(31 am currently In the OFfice

{331 am currently Out of the Office

AutoReply only once to each sender with the Following texk:

Hello, I will be out of the office until Tuesday, January 2nd.

These rules will be applied to incoming messages while wou are out of the office:

Status Conditions Actions

Add Rule. .. Show rules For all profiles

[ Ok ] [ Cancel ]

NOTE: Setting the vacation message will set the rule on the server side. This means that your computer
does not have to be on for recipients to receive the message. We IT folk like to conserve energy and
extend the computer’s life, so at nights, on weekends, and while on vacation shut your computer off
(very few exceptions to this rule).

Make sure to turn the “away” message off once you return. Hint: Outlook will also remind you that
away message is on, once you start to use the work computer when you return form vacation.



How to Create an Email Signature (your contact info at the bottom of an email)

While in Outlook, click on the "Tools' menu and select 'Options' from the list.

Stationery and Fonts
Uise statonery to change your de fauit font and styie, change coiors,

0
&
§]
i
i
il
|8
[
8]
W)

e Select the 'Mail Format' tab e Click on the [Signatures...] button to

Create Sigmature |g|

Signature:

Edit. ..

Prewviews:

BEE H

[ Ok ] [ Cancel

continue. ® You can now add in your
signature by pressing the [New...] button or you can click the [Edit...] button if you are not happy with
the signature you have created.



Global Address List / Sending Group Email

One of the advantages of using Exchange (instead of our old email system) is that all users now have
access to a Global Address list, which is automatically updated with everyone’s email addresses.

You can find the Global Address List by going to your address book in Outlook, and choosing Global
Address List from the drop down (see image below).

In the list, there are also groups listed. If you wanted to send a email to everyone at the PD, you would
send an email to “PD Users”. For other Town employees, it’s “TownUsers”. To send an email to all
town employees, you would send an email to both “PD Users”, and “TownUsers”. Or better yet for all
employees at once to receive your e-mail use: #All Users

You can also still access your old contact lists by choosing them from the dropdown menu.

[E%: Address Book E| [E| f'5__<|

File Edit Yiew Tools
ad G = T 55
Type Mame or Select From Lisk: Shows Mames From the:
| | Global Address Lisk w
Cutlook Address Book,
| Mame Cankacks ;I
Cankacks
Adrninistrator ialobal Address List
Aileen Santiago Al Address Lisks
Alan Gooding All Contacts
Animal Warden All Groups
BESADMIMN Al Users
Bewverly Simmons Public Folders

Cathy Salgado
Charles Ghent
Chief
Clarence Goodson
Craig Griffin
dell inspiron 1405 crg desk.
DPwy
Erma Leroux

| EXCHADMN
Evtan Apelberg
Frank. Simeck,
Gary Lose

e}




Lost Connection / Email Down

Sometimes you might receive a lost connection error message. This basically means that your
connection to the server is down. It would look as follows:

B Outlook Send/Receive P rogress

3 of 4 Tasks have completed successfully R

(NSNS NRERA NN NSNRANNARASNSARSNRARARARARRERE R [ — ]

[ ]Don't show this dislog bow during Send/Receive

Tasks | Errors |

: ! Task 'Microsaft Exchange Server' reparked error (0x50040115) : 'The conneckion ko
the Microsoft Exchange Server is unawvailable, Qutlook rmust be online or connected to
complete this ackion,'

&

Who should I contact when there is trouble with e-mail retrieval? I can’t get a connection to
same.

We do anticipate outages on occasion because of server maintenance, power outages, equipment failure,
vendor connection problems, and even human error. Charlie Ghent is the primary administrator of the e-
mail and spam servers, the e-mail equipment is located at the Police Dept.. But first start with
contacting Eytan and Craig for troubleshooting assistance, we will contact Charlie as needed. In
addition we will try to give you prior notice of any e-mail server downtime.

Internet and e-mail service is down and confirmed by IT, now what are my options?

At Town Hall we have several emergency auxiliary DSL computers that can get you to the Internet
during a problem on the internal Town network. This probably will not help you with getting your
normal e-mail, but for some this can be a very nice convenience by giving them a connection to the
Internet and use of a generic (shared) e-mail address during the outage. Such as payroll might use same
for moving bank funds or perhaps purchasing may need to order an emergency ice-sculpture.

Remember that you can also use the employee directory at the staff resource (Intranet) page to email
people:  http://tov/info/directory.aspx
Just click on the yellow envelope to the left of each employee’s name.



